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An anmual award of $500 is offered for the most significant contribu-
tion to the literature of intelligence submitted for publication in the
Studies. The prize may be divided if the two or more best articles
submitted are judged to be of equal merit, or it may be withheld if
no article is deemed sufficiently outstanding.

Except as may be otherwise announced from year to year, articles
on any subject within the range of the Studies’ purview, as defined in
its masthead, will be considered for the award. They will be judged
primarily on substantive originality and soundness, secondarily on
literary qualities. Members of the Studies editorial board and staff
are of course excluded from the competition.

Awards are normally announced in the first issue (Winter) of each
volume for articles published during the preceding calendar year. The
editorial board will welcome readers’ nominations for awards, but re-
serves to itself exclusive competence in the decision.
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Case histories showing how Soviet electronic
R&D can point to future military systems.

CRYSTAL BALLS AND GLASS BOTTLES
William A. Gray

During the summer of 1952 American mechnical intel- 25X1
ligence officers met near Frankfurt/Main with a German electronics
engineer recently returned from Leningrad. This “Dragon” returnee?
described in some detail a costly development project then under
way in the Svetlana Works engineering department, where he had
been assigned by the Soviets.? The project was to design a novel
radar tube, unusually large, with a very high peak power output, operat-
ing at metric (VHF ) wavelengths, and having a duty cycle (percentage
of time active) several times higher than was then common practice
for pulse radars. This first-hand report provided authoritative con-
firmation of information reported earlier by other returnees. The
Germans thought the project quite ambitious, in view of the rather
primitive technology then prevailing at Svetlana. It had a further
meaning for us.

Scientific and technical intelligence officers have always clung to
the belief that any early tip-off on future military systems can be found

* During 1945 and 1948 several hundred German electrical engineers and scien-
tists were taken to the USSR and used, with the support of a number of technically
qualified POWSs, for R&D on behalf of Soviet electronics technology: By 1951
Operation Dragon had been established as an organized effort to elicit intelligence
information from these and other German specialists as they returned to Germany.
(For the application of Dragon to the German atomic scientists, see Henry §.
Lowenhaupt’s “On The Soviet Nuclear Scent,” Studies XI 4, p. 13 ff.) Most of
the electrical engineers proceeded without much delay to West Germany for em-
ployment in its rapidly growing electronics industry. Subsequently, attracted by
the pay scale and other ideological features, quite a few participated in a third
“brain drain,” emigrating to the United States.

* The Svetlana Works was, and still is, a prestige engineering-manufacturing en-
terprise for electron devices. In the late thirties Svetlana facilities and technology
were modernized with American contract support. In the winter of 1941-42, with
Leningrad under siege, most of the plant was evacuated to Novosibirsk. After the
war it was slowly rebuilt to its former preeminent position, though for some years
its facilities were in poor shape.
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in appropriate aspects of selected R&D efforts, so that intelligence on
adversary R&D can give our own planners and policy makers valuable
lead time. Outside the field of national security, the validity of this
concept has been demonstrated in the engineering industries, where
competitive industrial intelligence has used it for several genera-
tions. Its potential in the U.S.-Soviet competition is perhaps best
illustrated with respect to Soviet pulse power tube technology. The
development of pulse power tubes is directly and uniquely related
to radar evolution, since in general radar comprises the exclusive
end use for these devices. And although military radars are subject
to stringent security, the USSR is relatively free in publishing specifi-
cations for many classes of pulse tubes.

The Tall King

The importance of the story from Svetlana was the strong evidence
it provided of a Soviet intention to continue with a major effort to
develop and employ VHF radars—those with a wavelength on the
order of one meter. The United States I:llargely as a 25X1
result of wartime priorities and acquired skills, were emphasizing
the development of centimeter wave (UHF) radars, discounting
the potential of VHF on the grounds of poor resolution. The Soviets,
however, had used pulse triodes? operating in the VHF bands in
the majority of their wartime ground and naval radars, and now they
were evidently being impelled by considerations of their own—per-
haps their acquired know-how or the VHF’s greater range capability
and freedom from clutter—to mount a big development program in
VHF radar technology.

The technical intelligence officers were thus aware at an early
date of the continued Soviet interest in VHF radar. On top of these
reports of the attempt at Svetlana to develop a superpower device
for it came the introduction, between 1952 and 1954, of updated ver-
sions of earlier VHF air-defense radars, the P-8 and P-10. Then in
1954 a Soviet vacuum tube catalog (acquired with some difficulty)
listed a pulse triode type GI-5B, the electrical and mecharical speci-
fications for which corresponded almost exactly with the data provided

8 The triode is an electron tube with three elements—the cathode and anode,
say filament and plate, between which the electrons flow and a third element, say
a grid, which controls the low. The amplification is achieved by other means,
externally applied magnetic fields and electric potential, in UHF and microwave
power tubes, the magnetron and the klystron amplifier.
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by our Dragon source from Svetlana. Apparently the long and ex-
pensive development job there had been successful, and the device
was being put into production.

“hat surmise was confirmed by a team of East German lectron
iube specialists who visited Soviet facilitics in 1956, A copy of their
lrip report revealed that the GI-5B pulse triode was in fu & being
preduced in the Svetlana factory. Then a year or two later a team
ol American clectronics specialists were invited to visit th- USSR
and, by coincidence, were able to examine in some detail the ivetlana
production line for this tube. The important feature of then report
was the observation that the production rate was extremelv high for
a2 specialized device of this nature; there seemed to be a crasl: Srogram
lo meet a heavy immediate demand.

This accumulation of cvidence now provided a firm Psis for
predicting that a new Soviet air-defense ground radar would be de-
ployed shortly, that it would operate at a frequency between 150
and 200 M1z, and that its purpose would be the long-range <+ tection
of small, high-altitude aircraft targets.  And so it was: in 1159, ap-
proximately five years after the GI-5B triode went into pricluction
and vearly ten vears after its design project was started at Svetlana,

COrpnsi.ial

The Tall King

ol )
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the P-14 (Tall King) early-warning radar appeared in the Soviet
air-defense network. ~As against published specifications for the tube’s
frequency, pulse length, and duty cycle—200 MHz maximum, 11 mi-
croseconds, and 0.0033 maximum-—the measured values for the P-14
were 169-175 MHz, 8-12 microseconds, and 0.0025. The P-14 still
remains the main extended-range early-warning sensor in the Soviet
bloc air-defense system.

The Hen House

But Soviet R&D did not stop there. Abundant information acquired
over the next two years, mainly from unclassified industry publications,
showed that an extensive Soviet effort in product development had
been established to provide still more advanced pulse power tubes
for VHF radar service. In particular, two high-power triodes dating
from 1958 and 1959 merited attention. These tubes, types GI-4A
and GI-24A, had a close family resemblance to the Svetlana GI-5B,
with a similar peak power and operating frequency. Both of them,
however, were designed to operate at much greater average power,
pulse length, and duty cycle and were water-cooled.

These features indicated intended application in systems which in-
volved large fixed ground installations and sophisticated data-proc-
essing to cope with targets at very long ranges. By early 1963, ac-
cordingly, it was possible to foresee that Soviet defense system projects
could be expected to include

large fixed ground VHF radar systems operating at frequencies between 150
and 200 MHz, employing high average powers and megawatt peak powers at
high duty cycle, for use at extreme ranges against small high-altitude targets.

At least two different projects appear probable, with parameters compatible
with antimissile and antisatellite system requirements,

At this point the technical intelligence officers ran into a familiar
occupational hazard of their craft—unsolicited advice from experts
who knew better. U.S. tests in the Pacific had demonstrated that
high-altitude nuclear explosions are likely to black out radio propaga-
tion in the lower frequency ranges. This was sufficient proof for the
“experts” that extreme-range antimissile radars in the VHF band would
not be practical and that the Soviets could therefore not be planning
any such systems to operate at frequencies below 500 MHz.*

“For the effects of this long unresolved disagreement, see David S. Brandwein’s
“Interaction in Weapons R&D,” Studies XII 1, p. 18 £,
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The Soviet decision-makers, however, not having the benefit of this
advice, continued with their program; and in 1967 the now famous
Hen House antimissile and antisatellite radars began transmissions
from their operational sites. Their operating frequency lies between
154 and 162 MHz, compared with the published values of 150 and
177 MHz for the GI-4A and GI-24A triodes respectively. They use
long pulses, pulse compression, and frequency scanning, with sophisti-
cated data processing. The duty cycle of one group is 0.027 and that
of the second 0.05, compared with published values of 0.03 and 0.05
for the two pulse triodes. Assuming that it is the GI-4A and GI-24A
pulse power triodes they are using, these complex defensive systems
first became operational approximately seven years after the intro-
duction of their tubes.

Back Net

Although the USSR has been far less free in disseminating technical
data on radar power tubes in the centimeter wavelength bands, use-
ful intelligence information can be obtained. In 1964 a Czech elec-
tronics expert emigrated to the United States. Some years previously
both he and his director at Tesla had made business trips to Soviet
facilities working on magnetrons and klystrons. From him we learned
specific details about some multi-megawatt pulse magnetrons designed
for operation in the “18 centimeter” band that were in production by
1957 at a Moscow factory.® e also described a multi-megawatt klys-
tron amplifier development that had started in Moscow in 1957 and
was well under way at Fryazino during 1961.

At the time of our discussions with this Czech engineer, only two
relatively low-power Soviet radars were known to operate in this
wavelength region. Neither was a likely candidate for the large
magnetrons described. Clearly, a new Soviet high-power centimeter
wave ground radar could be expected imminently. In 1965 the
Back Net air defense radar was confirmed to be just that. Operating
at several frequencies between 1700 and 2400 MHz, it is the newest
unit deployed at Soviet Bloc ground-controlled intercept stations

®The “18 centimeter” band would cover approximately 1600 to 2400 MHz. In
the United States this portion of the UHF frequency range, although used for
communications services, has not been used for radar.

ApprovSeE(fBEL Release 2005/04/28 : CIA-RDP78T03194A0003000100%2-0
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The Back Net

and in addition is being installed as the target acquisition radar for
he new Soviet long—r:mge surface-to-air missiles.

As a final word, onc must kecp in mind that analyzing selccred
products of the Soviets” R&D is useful to give a broad index of their
technological capabilitics for designing new military systems. It the
narrower sense of predicting their deployment of particular syst< ins,
the: opportunities for this approach are limited and the batting aver wge
s bound to be low. In the ficld of pulse power tubes here discns.ed,
'wo very significant trends in Soviet radar capabilities are app.ient
from what we have learned. First, centimeter wave radars employing
lrequency-controlled klystron power amplifiers rather than magnetions
un be expected; to date, no known Soviet radar makes use of this
iophisticated design that is important both for defense against clec-
‘ronic countermeasures and for better accuracy in measuremcits,
sueond, the techniques for precise control of signal phase and frequency
vitlues which increase the Hlexibility and quantity of target inforn:.:'.on
© the Hen House type of system may be used at any operating radar
~vivelength whenever military requirements justity the expensive rom-
pieation,

Approved For Release 2005/04/28 : CIA-RDP78T03194A0¢0300010002-0
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Precision measurement of the operating
parameters of uncooperating radars.

QUALITY ELINT
William H. Nance

Most of electronic intelligence is devoted to the intercept and
analysis of radar signals in order to locate radar sites and establish
the general characteristics of radar systems. This type of Elint, usually
called “radar order of battle,” has proved to be of great value in the
Viet Nam air war, where the U.S. Air Force and Navy both conduct
large-scale Elint operations in support of air strike missions.

Another category of Elint receiving wide recognition in the intelli-
gence community is called “precision parameter measurements.” This
technique involves either the measurement of radar signal characteris-
tics to a very high order of accuracy or measurements to determine
something about a radar’s operation that will reveal its detection and
tracking capabilities. Of greatest importance are measurements which
will reveal a radar’s vulnerability to electronic countermeasures.

As advanced radar systems with complex modes of operation have
been evolved to achieve greater range, accuracy, and immunity to
countermeasures, electronics intelligence groups are being pressed
harder and harder to develop equipment and techniques for meaning-
ful measurements of their parameters. Rather large-scale research
programs are being carried out to develop special receiving and re-
cording systems, and these often incorporate electronic computers to
process the vast quantity of information bits in a typical radar signal.
Studies of technical and operational feasibility are also undertaken
to devise methods of deploying these systems in collection operations.

In 1962-63 the CIA Office of Elint expanded its program of precision
measurements to determine the vulnerability of reconnaissance ve-
hicles and to develop equipment for electronic countermeasures. This
program has been highly successful in a variety of projects, develop-
ing a number of new approaches to the collection of electronic intelli-
gence. One of the most interesting of these is the technique for
accurately measuring the radiated power of an operating radar and

Approvetl BT Release 2005/04/28 : CIA-RDP78T03194A000300010062-0
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describing the fine-grain structure of the radiation pattern. A sim-
plified review of this power-pattern technique, although it repre«ents
enly one facet of the precision measurements program, should irive
some insight into the technical and operational problems encount: red
and some idea of the accomplishments of the program.

Fower Measurements 1957-1967

‘The first serious attempt to measure the radiated power of a radar
tor intelligence purposes was made by CIA in 1958 on the 5cviet
carly-warning radar known as Bar Lock. The Bar Lock was & ew
varsion of the Soviet multi-beam S-band!? family of radars which had
undergone a rapid and widespread deployment in East Germany ind
other areas peripheral to the USSR. Intelligence indicated this new
eadar was deployed to detect and track the U-2 aireraft which seere
just beginning to make deep penctrations over the Soviet Union.

The Bar lLock Radar

tistimates of the Bar Lock’s radiated power output, based lerialy
npon photographic cvidence, ranged as high as 5 megawatts prak
onlse power from cach of its 5 transmitters. With 5 megawatts
m cach beam the Bar Lock would have had ten times the power of
previous: similar radars and would have significantly improved the

"2 to 4 GHz, or 2,000 to 4,000 nmiegacycles per sccond.
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detection and tracking capabilities of the Soviet air defense system.
To meet this threat to the U-2, those responsible for the reconnaissance
program demanded firmer information on the Bar Lock’s power out-
put and radiation pattern coverage.

A laboratory that provided scientific back-up to the U-2 program
assembled power-measurement equipment, crude by present-day
standards, and installed it in a C-119 aircraft. With little advance
testing, a series of flights was made through the air corridors to Berlin,
where Bar Lock signals were easily intercepted. The resulting power
measurements at various vertical angles in the antenna pattern were
not of high accuracy because of uncontrolled errors in the equipment.
The data did indicate, however, somewhat less than one megawatt of
peak power for each Bar Lock transmitter, and this was later con-
firmed by other sources. Although not entirely successful in power
measurement, this project suggested solutions to many technical prob-
lems and opened the way for follow-on developments.

In 1963 a contract was let with a major electronics laboratory
for research on the technical problems of precision power-pattern
measurement and for the development of measuring equipment. Be-
fore the end of the year a prototype system was flown against the
acquisition radar for a U.S. Nike Ajax and produced good results.
At the same time the procedures to be used in overseas deployment
were being simulated and studied, and a special laboratory was set
up to process and analyze the unique data to be collected. The
first two overseas deployments took place in 1963 against the Soviets’
Tall King radar in the Far East and Fan Song in Europe, and both
were successful. The appended Table lists the projects that followed,
producing precision data on the majority of the radar types used in
the Soviet, Chinese, and North Vietnamese air defense systems.

Antenna Pattern Measurements

The total radio frequency power fed to a radar antenna is essentially
determined by the type of output tube used in the transmitter, the
characteristics of the pulse train, and the losses by attenuation in
the system. The function of the antenna is to concentrate this power
in the desired direction, and its ability to do so is called gain. The
relative distribution of the energy in all directions is called the an-
tenna radiation pattern, generally consisting of a main beam plus
side and back lobes. This antenna pattern and the level of power

ApprotEREbr Release 2005/04/28 : CIA-RDP78T03194A000300010002-0
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radiated are critical parameters in establishing the performance of
the radar. These parameters are priority requirements for intelligence
and ECM purposes.

The accurate and comprehensive measurement of a radar anten-
na pattern is a tedious process even for the designer. Test ranges
with elaborate instrumentation are necessary to insure that the fin-
ished antenna has a beam of the desired shape and that the side
and back lobes are properly suppressed. Moreover, the patterns
seen on the test ranges are not always maintained in operational use,
because environmental and ground effects at the site can make sig-
nificant changes in the pattern.

The objectives of Elint power-pattern measurements are to obtain
precise data on the maximum beam power, the total radiated power,
the antenna gain, and variation in gain (side and back lobe distribu-
tion) around the antenna. This requires the use of an airborne meas-
uring platform to avoid ground effects and to make measurements
at various angles of elevation. In theory, the Elint approach is the
same as that used on the antenna test range; the power density is
measured and then converted to radiated power on the basis
of the known geometric relationship between the raclar antenna
and the measurement system. In practice, the Elint operation has
all of the problems encountered on the test range plus additional
ones intrinsic to intelligence collection; the target radars are non-
cooperative and may not radiate at the time and in the direction
desired; all of the instrumentation to measure power density and
locate the aircraft’s position must be carried in the aircraft. These
handicaps increase the number of potential sources of error which
must be eliminated, minimized, or calibrated.

The primary sources of error for power density measurements lie
in uncertainties in the gain of the receiving antenna, losses in the
transmission line, characteristics of the receiver, and the sources used
for calibration. Errors in the geometric data may be associated
with the position, altitude, and attitude of the aircraft, the location
of the target, atmospheric conditions, or ground effects.

Special Equipment

The design of the measuring equipment is centered upon the need
for very accurate measurement of individual pulse amplitude and the
use of calibration signals from laboratory standard pcwer meters.

Apprdved For Release 2005/04/28 : CIA-RDP78T03194A000366860002-0
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lest range tor antenna design.  The verticle boom on the leit hoid: the
mock-up nose section of a C-97 aircraft.
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During collection operations provision is made for the accurate cali-
bration of the receiving antennas, the transmission lines, and the re-
ceiving and recording systems with respect to attenuation losses or
other errors which may degrade the data. A description of the labo-
ratory-type receiving equipment, calibration sources, and data encoders
would be comprehensible only to electronic specialists. A brief dis-
cussion of antenna problems, however, should give some idea of the
development work behind power-pattern measurement systems.

The pattern of the receiving antenna is critical because the angle
at which the energy arrives is constantly changed by the movement
of the aircraft, including its roll, pitch, and yaw. In order that the
precise gain of the receiving antenna may be known and used in the
calculations for absolute power, it is highly desirable to have smooth

Figure 1. Typical omnidirectional patterns possible from aircraft - mounted
antennas (above 1,000 MHz.)
58479 2-68 CIA
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Figure 2. The towed, antenna-carrying vehicle used for power-pattern measure-
ments below 1,000 MHz. The RC-135 aircraft has o special A - frame boom
structure for launching and recovering the vehicle in flight. The specially de-
veloped towing cable serves as the RF transmission line between the antenna
and the receiving system in the aircraft. It also carries the electric cable to
control the vehicle from the aircraft.

58480 2-68 ClA

omni-directional receiving patterns, with equal gain over a wide
sector. Airborne omni-antenna patterns are difficult to achieve be-
cause of interference from the aircraft structure, whose complex shape
breaks the pattern into sharp peaks and deep nulls. A special test
range was established for this program to find interference-free loca-
tions on aircraft surfaces which would yield patterns with smooth con-
tours. Mockups of complete aircraft nose sections and wingtips were
tested and in some cases new antenna elements were developed.

When the desired patterns were obtained the antenna elements
were carefully transferred from the mockups to the real aircraft. Even
with these meticulous efforts good patterns could be developed only
for the higher frequencies and only off the nose and wingtips of
certain aircraft, as shown in Figure 1. This limitation has often been
a handicap in collection operations,

In the radio frequencies below 1,000 MHz, where some important
Soviet radars operate, it proved impossible to produce good patterns

ApproY8dREJr Release 2005/04/28 : CIA-RDP78T03194A000300010802-0



Approved For Release 2005/04/28 : CIA-RDP78T03194A000300010002-0
SECRET Quality Elint

from antennas mounted on the aircraft. To solve the problem at
these frequencies a new phase of research was begun—the develop-
ment of aerodynamic antenna-carrying vehicles to be towed behind
the aircraft. Antennas mounted in these vehicles could be designed to
produce a smooth cardioid pattern with the one sharp null pointed
toward the towing aircraft. This null eliminates interference from
the aircraft, leaving patterns that are ideal for power measurements.
Although the towing of the antenna greatly increases the complexity
of the system, it has proved to be a good technical solution to the re-
ceiving pattern problem at the lower radio frequencies. A typical
configuration is shown in Figure 2.

The collected data consist of measurements of pulse amplitude
taken from different portions of the radiation pattern as the radar
antenna rotates, or scans, and the aircraft moves through the pattern.
Measurements are recorded digitally, reduced, and read out on con-
tinuous-chart paper rolls which display the varying amplitudes mak-
ing up the pattern. The chart paper format is of sufficient accuracy
to allow antenna specialists to make direct measurements from the
display. Successive scan patterns together with geometric and other
calibration data, as shown in Figure 3, are processed by computer to
make up three-dimensional radiation patterns.
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Figure 3. An example of the chart paper roll readout of the antenna pattern
data.
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Collection Operations

Ideally the flight path for power-pattern measurement is a radial
path from the horizon to directly over the radar site. If the radar
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antenna is making 360-degree scan rotations the radial flight will yield
continuous measurements around it at increasing angles of elevation.
This provides data from which the complete three-dimensional radia-
tion pattern can be described. Such flight paths, of course, are not
often possible; sometimes the data are limited to elevations of 15
degrees or less. Fortunately, the lower angles of a radar pattern are
of greatest importance for intelligence; that is where target detection
and tracking begin.

Each of the deployments shown in the Table was the result of
months of preparation, which included calibration and installation
of the equipment, detailed planning of the mission, operator training,
and the coordination of a multitude of technical and operational
matters, The radar types were selected on the basis of intelligence
priority and the particular target sites on the basis of air access, with
preference to isolated areas where other radars would not offer inter-
ference. The location of the site was known beforehand; the target
signals were identified by direction-finding equipment which was part
of the airborne system. During collection runs the aircraft’s posi-
tion and attitude were recorded by special navigational instruments
so that the exact geometric relationships between the radar and the
measurement system would be known. Several of the projects were -
completed in fewer than six missions; others required more than
40 to get the desired results.

The power-pattern measurement program has been carried out with
the full cooperation of U.S. Air Force organizations, which have fur-
nished the aircraft and crews and have also given the extensive
support required for airborne reconnaissance operations. The flight
missions have been conducted for the most part within the frame-
work of world-wide peripheral reconnaissance programs carried out
by the Strategic Air Command and other USAF elements. Exceptions
to established flight restrictions and security rules have been necessary
on only a few occasions.

As of this writing the most recent deployment was that listed as
Project See Top, in which a C-97 aircraft flew over the Gulf of
Tonkin to make measurements of the SA-2 Fan Song radar during
U.S. air strikes in the Haiphong-Hanoi area. The antenna patterns
recorded were used in the development of guidance systems for new
anti-radiation missiles designed to home on and destroy target radars.
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A series of reports on the power-pattern measurements have heen
disseminated throughout the intelligence community, where the ac-
curacy and significance of the data have been widely accepted.

Present Capabilities

The Office of Elint power-pattern measurements are unique; there
is no other comparable program in the U.S, intelligence community or
in the Elint organizations of allicd countries. Even the radar design
and development laboratorics have as yet produced no similar self-
contained airborne measurcment systems. Because of these unicque
capabilitics, the USAF Air Proving Grounds Command and other
groups have several times arranged for the use of the OEL system
to compare the patterns of simulated Soviet radars with those of the
real ones operating in the USSR.

Airborne instrumentation required for power-pattern measurement

s
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As each project was carried out, improvements were made in the
instrumentation to enhance the system’s accuracy and the conveni-
ence of its use. Now, instead of re-engineering the equipment
for each new project as was required in the early days, the use
of adaptable equipment is being emphasized. Receivers and record-
ing equipment are now available, along with the associated antenna
configurations and modified aircraft, for quick-reaction deployment
against any radar in the normally used frequency bands. Additional
instrumentation is being incorporated for the precision measurement
of other parameters in the signals, such as radio frequency coherency,
intra-pulse modulation, and pulse train characteristics.
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Stand-by for faint signals from
rare maintenance tests on a new
SAM model,

AN ELINT VIGIL, UNMANNED
Edmund L. Soochoo

One of the more difficult electronic intelligence collection prob-
lems is that of picking up the signals associated with a missile. It
is particularly difficult for the smaller missiles, such as surface-to-air
types which transmit signals of relatively low power, if they are be-
sides not often fired. A case in point is the Soviet SA-2 missile Guide-
line, older versions of which are used extensively against U.S. aircraft
in North Viet Nam. The newer models are so far deployed only
in the Soviet Union and a few Bloc countries, notably East Germany.

For the development of electronic countermeasures against surface-
to-air missile systems the prime intelligence targets are, first, the type
of proximity fuze they use to detonate the warhead, and second, the
tracking beacon which, emanating from a transponder on the missile
responsive to a ground guidance transmitter, serves to determine the
missile’s position in flight. If the characteristics of the fuze are known
the warhead can be detonated at harmless ranges. If the tracking
beacon can be jammed, the ground radar’s computer can be confused as
to the missile’s location and so made to misdirect it. The Elint prob-
lem, then, is to determine the frequencies and modulation character-
istics of these signals in the normal peacetime environment when live
missile firings are rare and usually inaccessible. This problem exists
for the latest version of the Soviet SA-2 system.

The Problem Signals

This latest SA-2 system consists of the Fan Song E track-while-scan
radar and the Guideline ITI missile. At the operational launch site
there are a number of mobile vans housing the radar, the associated
computer, and the missile guidance transmitter. There are 6 missile
launchers. The radar is in the C-band microwave range, approx-
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imately 5000 MHz', and the guidance transmitter in the UHF L-band
(700-800 MHz). A mobile test van checks each missile’s proximity
fuze, guidance system including beacon transponder, and autopilot
about once every six months.

These semiannual tests of the missiles” electronics are made with
special equipment connected up by cable to exercise the various
functions. But a certain amount of energy nevertheless leaks from
the missile antennas during the tests. Although its level is extremely
low—on the order of thousandths of a watt—such small amounts of
power can be detected at long ranges by the use of sufficiently sensi-
tive receiving equipment. The probability of intercept in any partic-
ular case depends upon the estimated power leakage, how close the
collection site is, and the sensitivity of the receiving system.

A further problem is that of keeping on the lookout for the signal and
recognizing it when it comes. If the test schedule is not known, a
24-hour surveillance is required over an extended period of time. The
signal may last only a few seconds for each missile tested. For
recognition purposes a “model” of the expected signal must be
constructed, comprising the limits of possible fuze and beacon signals
estimated on the basis of known systems and the current state of
the art. Fortunately the characteristics of a proximity tuze signal are
normally quite distinct from those of other radar-like signals. As
for the beacon signal, it will have the same pulse repetition tre-
quency as the ground radar, though at a different radic frequency,
so that it too should be recognizable.

Designing an Automatic Monitor

The first task is to set up specifications for the target signals. The
possible types of proximity fuze signals are basically three: contin-
uous wave, pulse, and FM. These could be narrowed on the basis
of U.S. practice and some intelligence on older Soviet proximity fuzes,
but it is dangerous to estimate Soviet electronic development from
U.S. analogies, since Soviet design practice and philosophy often
departs from ours even where ours is well understood and available to

' By international agreement:

| Kilohertz=1 kilocycle per second
1 Megahertz=1000 KHz
! Gigahertz (GHz)=1000 MHz
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Soviet designers. Therefore all possibilities, in the absence of positive
intelligence, must be considered equally likely. The postulated ranges
of frequency, modulation characteristics, and propagated power of
the proximity fuze signals are outlined in Figure 1. The beacon signal
is simply assumed to be a one-for-one pulse reply to the L-band
guidance transmitter, which is in synchronism with the Fan Song
E radar pulses.

Figure 1. SA-2 Guideline Proximity Fuze Model

Parameter | Expected Value |  Uncertainty
a. Carrier Radio Frequency ......... ... 3.6 to 3.8 GHz 32 to 4 GHz and
or 9 GHz 7.5 to 10.5 GHz

b. RF Carrier Modulation
(1) Pulse Modulation

(a) Pulse Width .............. 04 psec ........ 0.3 to 0.8 usec
(b) Pulse RF ... .............. 200 KHz ....... 100 to 250 KHz
(c) Duty Factor .............. 008 ........... 0.03 to 0.12
(d) Pulse RF Jitter ............ negligible ... ... 10% noise jitter

(2) FM-CW or CW
(a) Voltage-Controlled Modula-

tion Frequency 1 MHz ........ 0.5 to 2.0 MHz
Frequency Deviation (peak
to peak) 10 MHz ....... 5 to 15 MHz
{(b) External Ferrite Modulation
Frequency 50 KHz ....... 20 to 150 KHz
Frequency Deviation (peak
to peak) 1 MHz ........ 250 KHz to 2 MHz
(3) Modulation ................... sinusoidal ... .. sinusoidal to noise
c. RF Power
(1) Pulse Carrier .................. 5w peak ...... 3 to 10 w peak
(2) CW Carrier .................. 5 w average .... 3 to 10 w average
d. Antenna Gain ................. ..., 12db ... 10 to 15 db
(1) Antenna Pattern ............... hollow cone .... 4° to 12° 3-db BW
(2) Antenna Front Sidelobes ....... —10db ....... —6 to —20 db
(3) Antenna Back Lobes ..... ... .. —7db ........ —5to —10 db
(4) Main Beam Polarization ........ linear ......... linear to circular

(5) Number of Channels

Using these models for the target signals and further assuming
some parameters for the collection system and its distance from the
point of propagation, a calculation of the sensitivity required of the
receiver system may be made. The following is a sample such cal-
culation for the fuze signal at a single frequency to illustrate the
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method of determining whether the proposed system has sufficient

sensitivity.
Assumptions:
Fuze power ... .. ... .. ... . 34 dbm (2.5 watts)?
Fuze frequency ... ... ... . ... ... .. . ... 9000 MHz (9 GHz)
Ifuze antenna gain in direction of Elint site . ... —7 db
Path loss for 12-mile distance to Elint site .... 136 db
Polarization coupling loss ........ .. . ... ... 3 db
Received signal power at Elint site (34 minus
the three loss factors) —~112 dbm
4-foot parabolic Elint antenna gain @9000 MHz 38 db
Receiver thermal noise ... ........... ... ... —108 dbm
System noise figure (Ratio with ideal) ........ 10 db

Signal-to-noise ratio required for receiver stop
and recognition in a 4-MHz bandwidth 10 db
Over-all system sensitivity to stop and qualify
a signal (Thermal noise increased by the
two noise ratio figures and reduced by the
antenna gain: —108 +10 +10 —38) —126 dbn

Thus the signal-to-noise ratio at this frequency would be 126—112=
14 db, a usable figure for collection purposes.

Construction of the System

A block diagram of the monitoring system as completed is shown
in Figure 2. All the signals are picked up by a single 4-foot para-
bolic reflector. The UHF guidance signal is taken off through its
own feed (co-located with the microwave feed) and processed as in-
dicated at the top of the diagram. The microwave signals in the
range 2-11 GHz are fed to a triplexer which separates them into S
(2-4 GHz), C (4-7 GHz), and X (7-11 GHz) bands. Traveling
wave tube amplifiers amplify the separate bands and feed S-, C-, and
X-band scanning receivers. The S-band receiver scans it contin-
uously, covering it every two seconds, but for the sake of simplicity
and economy scanner time is shared by the C- and X-band tuners
under the direction of a control unit that allows two seconds of scan-
ning in each band alternately.

The output from each of the microwave scanning receivers and
the UHF receiver are fed to the analyzer, a digital computer which

“The decibel is a unit of comparison, a ratio of logarithms. It is related to
absolute power by specifying db (here 34) above (or with a minus sign, below)
I milliwatt ().
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measures and qualifies the signals and prints out data on their char-
acteristics on a 12-column paper tape. The chief elements of data
here are frequency band, amplitude, whether pulse, CW, or FM,
and synchronization of radar and tracking beacon pulses. At the same
time the digital voltmeters shown as DVM give a digital indication of
frequency by reading the sweep voltage analog of the scanning re-
ceivers and feed it to the analyzer for print-out as a direct frequency
reading on each intercept.

The FM demodulator shown processes the intermediate frequency
signals from the C- and X-band tuners, producing two DC voltage
outputs proportional to the FM deviation and modulating frequencies.
These too are qualified and formatted by the analyzer and printed out
by the digital printer.

The time code generator is a digital device which gives the time
in hours, minutes, and seconds for recording with each qualified inter-
cept.

The antenna gearbox, drive motor, and control unit are used to
peak the received signal. They operate on the radar signal, since this
is transmitted for somewhat longer periods than the fuze or beacon
signal, giving time to orient the antenna precisely on target.

Properties and Prospects of Automation

The advantages of such an automated system are many. It can
operate 24 hours a day without constant attendance by an operator.
It can intercept signals that occur for only a few seconds at intervals
of months which would probably be missed by an operator manually
scarching the spectrum. The digital computer analyzes the data
concurrently, permitting decisions to be made without waiting for
lime-consuming manual analysis. The cost of storing the output on
paper tape is much less than it would be on the magnetic tape used
for raw data, particularly when surveillance extends over a long period
of time.

There are also disadvantages, however, in such a system. Automatic
systems are expensive. They are sufficiently complex at present to
require skilled maintenance and frequent testing to assure proper
performance. They are subject to false alarms: noise occasionally
passes the signal qualification tests and causes a print-out of data,
or some genuine radar signal may fit within the boundaries of the
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signal model, necessarily rather broad in searching for unknown tar-
gets. Only further analysis can eliminate this type of error.

The foregoing is only one of the possible applications for automatic
Elint. Another would be statistical summary of the activity of one
or more target radars to establish a pattern of operation or the doctrine
which underlies it. By improving the precision with which the signal
parameters are measured it may be possible to “fngerprint” each
individual radar, something of great value to order-of-battle col-
lectors in separating simultaneous signals of the same type.

By using the general-purpose digital computer with large amounts
of storage, a program can be devised to recognize, sort, classify, and
periodically report on all signal activity available to a collection sys-
tem. There is already some activity in this area, but the sophistica-
tion possible with advanced programming techniques has only barely
been explored. The potential here is the capability of doing almost
everything a human operator would do. Striking advances in this
direction are still around the corner. The classical Elint processes
of collection and analysis will be greatly compressed in time, and
the scope of things that are possible will be widened enormously.
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A method to measure the worth of
different items of intelligence about
strategic forces.

A VALUE FOR INFORMATION
Max S. Oldham

Which is more valuable: our knowing the exact number of Soviet
ICBMs, or our knowing the exact number of Soviet ABM interceptors?
Is it worth more to us to learn the precise location of Soviet ICBMs
or to learn the exact range of Soviet defensive fighter planes? An-
swers to questions like these are important determinants in decisions
about procurement and use of intelligence collection systems. One
method to help reach the answers to such questions in the field of
strategic capability is described in this paper.

The War Game in Planning

The strategic capability of a country depends in the main on its
weapon systems, the potential target systems and forces opposing it,
and the quality of its information about these targets and forces.
Ideally, the weapon systems are selected on the basis of estimates as
to which alternative systems contribute more to a favorable outcome
in strategic war. One technique to compare the contributions of
alternatives is the strategic war game. Many scenarios involving dif-
ferent strategies on both sides are tried in order to cover as wide
as possible a range of variation. Different strategies might include at-
tacking the enemy’s forces or alternatively attacking targets
of intrinsic value to him, acting to limit damage to oneself or to
assure a desired level of destruction to one’s opponent. One simpli-
fied example of a strategic war game scenario is illustrated by
Figure 5 in the Annex at the end of this article.

Similar techniques are used to help the force operator allocate
specific weapons to specific targets and to help R&D managers
improve the allocation of their effort in the strategic field. These
processes rest on the assumption that the value of a system is mea-
sured by its performance in simulated war. This same assumption
is fundamental in using a strategic war game for determining the
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relative value of various kinds of information about an enerny’s targets
or forces.

The outcome of a war game scenario can be expressed in terms
of damage to the value targets of the two adversaries—in fatalities,
total floor space destroyed, manufacturing facilities destroyed, or
some combination of these. It has been found that all of these units
of measure tend to have the same properties: as the Soviet force
is increased, for example, the U.S. damage goes up, regardless which
measure is used. The damage to both forces and value targets
is estimated from the results of weapons effects tests as well as the
experience of World War II. Because of the large numbers and types
of forces and targets involved, a computer is generally uszd in mea-
suring the outcome of the war game.

For planning the composition of U.S. forces the predicted outcomes
of the many scenarios for various alternative forces, together with
the costs of the alternative forces, are displayed as an aid to men
who must make decisions about future forces.

One assumption characteristic of most strategic war games is that
each side has complete knowledge of the forces and targets of his
adversary. This assumption, though not reflecting real life, can be
defended on the basis that changes in force procuremert probably
do not change the state of knowledge about the enemy, and further
that one is looking only at changes in outcome which occur in a fixed
intelligence environment.

Relative Value of Information

In order to obtain changes in outcome due to changed information
when the forces are held constant, a modification of the usual scenario
is necessary. Instead of various alternative U.S. forces, alternative
U.S. information states are compared. (See illustration in Figure 6
of the Annex.) This is accomplished by forcing the U.S. planner to
allocate his force against an estimate of the Soviet force (for example,
the number of Soviet ICBMs) which is in error by a chosen, adjust-
able percentage. Then the impact of this particular error in informa-
tion is measured by comparing the outcome with that when fully
correct information is available.

The results of applying this process can be expressed in graphic
form as in Figure 1.
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As the accuracy of our estimate of the number of Soviet ICBMs
increases from 40 percent error to 20 percent error along the horizontal
axis, the payoff for the improvement, measured in reduction of U.S.
damage, can be read on the vertical axis. Repeating this process, one
can determine the payoff, measured in the same units, of improvements
in the accuracy of our estimate of, say, the number of Soviet ABM
interceptors. A comparison of these two payoffs, one for improving
our knowledge of the number of Soviet ICBMs and the other for
improving our knowledge of the number of Soviet ABM interceptors,
then furnishes guidance for the best allocation of information collec-
tion resources to these two problems. One can extend this process
to consider the relative payoff of many other kinds of information—
ICBM accuracy, ICBM reliability, weapon yield, and so on.

These comparisons must, of course, be made over a range of possible
war sequences. Also, just as the relative value of forces changes over
the years, one could expect the relative value of different types of
intelligence to change with time. Judgments based on the relative
value of various types of intelligence must thus take into account the
long term, recognizing R&D and procurement times for forces as well
as for intelligence collection systems. Another factor of importance in
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the allocation of intelligence collection resources is the relative cost
of achieving specific improvements in the accuracy of estimates. De-
termining these costs is, in most cases, a complex and difficu’t problem.

Sample Results

One of the particular aspects of intelligence which have been studied
in detail is the degree of exactitude with which the location of Soviet
ICBM launch sites needs to be known. Under approximate force
levels for 1970, the value to the United States of increasing accuracy
with respect to the location of these sites is shown in Figure 2.

MORE
1 U. S. STRIKES FIRST

DAMAGE TO UNITED STATES

|

a”
wss o e e

SOVIET STRIKES FIRST .~

-

—
1000 2000 3000

AVERAGE ERROR IN U.S. ESTIMATE
OF THE LOCATION OF SOVIET ICBMS IN FEET

FIGURE 2

Though this is generically like the curve of Figure 1, it has the
interesting property of returning no value to the United States for
eliminating an average error about the location of Soviet ICBM launch
sites of less than some 1,500 feet, regardless of which side strikes first.
Thus one might conclude that intelligence collection, however inex-
pensive, should not be used to improve accuracy in this matter to
better than within 1,500 feet. But there are possible changes in the
composition of forces which could change this conclusion, as shown
below. The importance of accuracy about location is related to the
hardness of the target and the yield and accuracy of the attacking
weapons. The curve of Figure 2 was therefore recomputed with
average U.S. weapon yields reduced by a factor of 10, average U.S.
weapon CEPs reduced by a factor of 5, and Soviet site hardness in-
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creased by a factor of 5, conditions which are believed to represent
reasonable extremes. Now the curve of Figure 2 is changed to that
in Figure 3.

MORE
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DAMAGE TO UNITED STATES

|

LESS

AVERAGE ERROR IN U, S. ESTIMATE OF THE LOCATION
OF SOVIET 1CBMS IN FEET

FIGURE 3

Under these extreme conditions values are changed so that collection
efforts to improve U.S. knowledge of the location of Soviet ICBM
launch sites might be justified down to an average error of about
300 feet, but beyond that there is no further payoff.

Value in Dollars

The damage yardstick for measuring relative value, while satisfactory
for some purposes, does not give a basis for comparing the value of
improved information with the cost of obtaining it. Since collection
cost is generally measured in dollars, it is desirable to put a dollar
measure on the value of improved information. This would permit
a direct profit-or-loss comparison between costs and results and throw
light on decisions about specific collection programs.

One method currently being programmed from which the dollar
value of improved information can be derived is illustrated in Figure 4.

A basic curve like that of Figure 1 is generated and the improve-
ment in outcome (measured in reduction of damage) is derived for
an information improvement of, say, from 40 percent error to 20
percent. Now this same improvement in outcome can be achieved
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without improving information by giving the United States more
forces. Assuming that this improvement in outcome is desired, the
value in dollars of decreasing the information error from 40 percent
to 20 percent is equal to the dollar cost of the optimized additional
force required to achieve the identical effect. This dollar value for
more accurate information may now be compared with the cost of
collecting that more accurate information, assuming such collec-
tion feasible.

So far only a few results have been obtained, but a flexible computer
program to place dollar values on improvements in information should
be available in the near future.

Problems

Strategic war is complex and has a large number of variations. No
war game can cover the myriad detail and variations of real life.
Therefore the results must be carefully evaluated for reasonableness,
the sensitivity of outcomes to variable inputs must be explored, and
an adequate understanding of the applicability and limitations of war
games must be developed. A strategic war game is a tool that could
be misused. Even with a sound war game concept, the major role
of computers requires the backing of extensive human evaluation and
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judgment during the entire process. Used with proper care and atten-
tion to detail, war games, like computers, can be a tremendous help.

If this concept, model, and methodology with respect to strategic
forces prove useful, there still remains a question—and challenge—
with respect to similar treatment of opposing forces on a broader front.
Can we develop a process of engagement analysis which might help
set relative values on various types of information about ground forces?
Are any non-military areas amenable to the application of engagement
analysis techniques? As yet these questions have not been explored.

ANNEX: A Sample Scenario

A sample strategic war scenario* is shown simplified in Figure 5.

UNJTED STATES

_SOVIETS
FORCE FORCE
MISSILES TIRST STRIKE MISSILES
BOMBERS BOMBERS
VALUE TARGETS VALUE TARGETS
CITIES CITIES
INDUSTRY INDUSTRY

WAR GAME OUTCOME

I.IIIIIIIIIIIIIII DAMAGE GG EEEEEEEN

FIGURE 5

*Many have contributed to the buildup of strategic war gaming tech-
niques—RAND, Stanford Research Imstitute, and the armed services, to name
just a few. Of particular importance and deserving special mention are Mr.
Joseph Bosevich of Martin Company and Mr. Hugh Everett of the Lambda
Corporation, both of whom have made important contributions without which
this paper could not have been written.
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In this illustrative scenario the United States makes a first strike, allocating
its weapons against Soviet forces and targets judged to be of intrinsic value to
the Soviets. The Soviets then retaliate, applying the undestroyed portion of
their weapons to U.S. value targets. U.S. objectives in this scenario include
achievement of a preselected damage to Soviet value targets together with a
maximum attack on Soviet forces in order to hold to a minimum the damage
subsequently suffered by the U.S. value targets. The damage level to the
Soviet value targets which is chosen by the United States thus tends to de-
termine the relative allocation of U.S. weapons to Soviet forces and to Soviet
value targets. The matching of specific weapons to individusl targets to
maximize the effectiveness of the U.S. force depends on weapon and target
characteristics as well as the composition and size of the U.S. force.

This scenario can be modified so that the impact of less than perfect informa-
tion can be measured. This modification is shown schematically in Figure 6.

UNITED STATES SOVIETS
FORCE ESTIMATED FORCE ACTUAL FORCE
MISSILES FIRST STRIKE o MISSILES o o MISSILES
BOMBERS BOMBERS BOMBERS
VALUE TARGETS VALUE TARGETS
CITIES CITIES
INDUSTRY INDUSTRY
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u -
H WAR GAME OUTCOME H
H =
[ ]
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FIGURE 6

In planning and optimizing its attack the United States allocates its forces against
value targets and an estimated Soviet force. The difference between the actual
Soviet force and the U.S. estimate of it, with the effect of this error on the
outcome, can be varied in order to permit the generation of curves like those
in Figures 1, 2, 3, and 4.
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Dollar figures for arms aid: means of
derivation; limitations on significance;
valid uses.

PRICING SOVIET MILITARY EXPORTS

Milton Kovner

Understandably, the USSR has been reluctant to disclose the magni-
tude of its military exports, either in monetary or in quantitative terms.
The U.S. intelligence community has estimated that such exports to
non-communist underdeveloped countries totaled about $3.5 billion
during the period 1956-1966. A review of the various approaches to
the fixing of this dollar value and its components, the ambiguities that
the figures embody, and their residual significance and usefulness may
be of interest for the methodological and conceptual problems it illus-
trates.

Market Price for Weapons

Sometimes the aggregate value of a military aid agreement, that
is the dollar or sterling price the Soviets set on the arms and equip-
ment in question, becomes known to U.S, intelligence and can be used
directly. More generally the deliveries of equipment, which are in
large part subject to intelligence observation, must be tabulated and
prices assigned to each kind of item in order to arrive at the total.
The assignment of prices is a complex process. In those few instances
when Soviet and U.S. equipment items are similar enough in mission
and capability to make cost comparisons meaningful, the Soviet prices
have been calculated on the estimated cost of production in the United
States. For the most part, however, they are derived from a repre-
sentative sample of Soviet equipment list prices in dollars or sterling
that has been garnered from clandestine sources. Thus the U.S. esti-
mates of the monetary value of Soviet military exports, whether ob-
tained in aggregate or piecemeal, are predicated largely on Soviet-
originated list price data:

The problem is that estimating the dollar value of military de-
liveries must be no less difficult for the Soviet pricers than for U.S.
analysts. In view of the divorce between internal and external prices
in communist countries and with official exchange rates which only im-
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perfectly reflect parities in purchasing power, all communist countries
have been obliged to value their foreign trade transactions on the
basis of prevailing world market prices. (This has been the case for
intra-communist trade as well as for exchanges with non-communist
countries, so that an East European official once jokingly remarked to
British economist Alec Nove that even after the world revolution it
would be necessary to preserve one capitalist country: “Otherwise how
would we know at what prices to trade?”) But given the absence of
meaningful “market” prices for military equipment, especially for
obsolete weapons or unique and highly sophisticated hardware, the
USSR’s list prices must be at best only a very crude apprcximation of
the dollar value of its military equipment.

Then the Soviets compound the ambiguities by inconsistencies in
the terms of their arms deals. Although virtually all their sales are
on long-term, low-interest credit and the list prices do not appear to
differ greatly from client to client, virtually all recipients of Soviet
arms have received substantial and widely varying discounts. Yemen
and Afghanistan, for example, have been given discounts of 95 percent
and 75 percent respectively, making virtual grants of Soviet arms aid
to them; Algeria, Iraq, Syria, and the UAR have had discounts aver-
aging from 48 to 63 percent; and at the low end of the spectrum In-
donesia has received little more than 25 percent discount while India,
as far as we can determine, has received none at all.

The Politics of Discounting

The motives behind this selective discount policy are obscure. It
has been suggested that weaponry, particularly when it is either ob-
solete or redundant to the needs of the Soviet or other Warsaw Pact
armed forces, has little or no alternative use, so the USSE. can afford
to be generous in its pricing. This argument seems less convincing
now that considerable discounts have been granted on increasing
quantities of late-model and highly sophisticated equipment delivered
to underdeveloped clients in recent years—in some instances equip-
ment not yet delivered in quantity to East European countries.

Has the USSR made substantial discounts from its list prices in order
to gain entrée into arms aid markets? If so, one would logically expect
that this motive would lose its force as military establishments in such
countries as the UAR become totally equipped with Soviet weaponry
and dependent on Moscow for technical support and spare parts. But
discounts have continued even to such captive markets.
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Moscow’s policy of selective discounting could reflect its assessment
of a recipient’s ability to pay. If so, it seems to have miscalculated
grossly the repayment prospects of most of its military aid recipients,
and especially its largest clients, the UAR and Indonesia. Both coun-
tries have repeatedly requested and begrudgingly been granted re-
scheduling or moratoria of their military aid obligations. This propo-
sition would also raise a question why the USSR does not give any
outright grants of military aid, although admittedly the potential
leverage afforded by repayable credits would be a consideration.

Finally, the various levels of Soviet discounts may simply be an
expression of political favoritism. Yet it would be difficult to ra-
tionalize a Kremlin political preference scale which would place India
at the bottom for military aid discounts but accord it highest priority
for economic aid.

Although no single one of these suggested motives for the discount
practices is overly persuasive, it docs seem reasonable to think of
Soviet calculations as compounded out of all of them, yielding a flexible
pricing policy that is responsive to buyer resistance, ability to pay,
political favoritism—and considerations of what the traflic will bear,

Foreign Trade “Residuals”

Another possible way to arrive at the aggregate dollar value of the
military exports may be provided by lacunae in official Soviet foreign
trade statistics. In each year since 1955 the sum of Soviet exports to
individual countries, as given in these statistics, has fallen short of
the announced global total of exports. The unexplained “residuals”
have averaged about $175 million a year, ranging as high as $450 million
in 1962. The Soviets, although undoubtedly aware of these incon-
gruities in their foreign trade statistics, have remained conspicuously
silent about them. Since 1965, however, they have provided a break-
down of foreign trade by major geographic area which has enabled
us to charge almost the entire value of the residuals to trade with
noncommunist underdeveloped countries.

Intelligence offices and others' have hypothesized that the bulk of
these export residuals may in fact represent the dollar value of Soviet

*See, for example, Estimating Soviet Military Aid Deliveries: A Possible Alter-
native Method, CIA/RR A. ERA 65-2, November 1965 (S/NF'), and O. Hoeftding,
A Possible Measure of Soviet Military Exports to Noncommunist Countries, Rand
Memorandum RM-4611-PR, February 1966 (S).
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exports of military equipment, either under credits or, to a far lesser
extent, for cash.* The a priori arguments that can be adduced in sup-
port of this hypothesis seem persuasive, to wit:

In the years preceding 1955, when there were no known deliveries
of military equipment to underdeveloped countries, the residuals
were negligible. In each year since then they have been sub-
stantial and they are associated with the underdeveloped coun-
tries, to which the Soviet military exports then Legan to be
directed.

Official Soviet trade data include a comprehensive commodity
breakdown of Soviet exports to underdeveloped countries but
give no listings for the substantial quantities of military equip-
ment known to have been delivered to them.

Inclusion of the value of cash and credit military exports in the
Soviet aggregate figures would be consistent with the Soviet
practice of excluding “merchandise delivered under agreements
to provide aid free of charge to foreign countries.”

It would make good sense statistically to include, even in such
oblique fashion, the aggregate value of military credit and
cash sales because the payments on them (largely in com-
modities) would be included in Soviet import statistics.

The reporting of aggregate military exports, undistributed by
country of destination, would be in conformity with general
practice in the West, which treats the value and coraposition of
military exports to individual countries as confidential but may
reveal aggregate value on a global or area basis.

Finally, it is difficult to imagine what other category of exports
of this magnitude Moscow would wish to avoid identifying by
type or country of destination.

Quantitative Check

Two tests of the validity of the hypothesis would be (1) how close
the total of Soviet military aid deliveries during the period 1956-66
(as estimated by U.S. intelligence) is to the cumulative total of resid-
uals during these years, and (2) how good the correlation is between

* A small portion of the residuals could be accounted for by exports to countries
with which there were no bilateral trade agreements and trade was less than 2
million rubles.
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U.S. estimates of Soviet military exports by year and the annual trade.
residuals.

The U.S. estimate for the entire period 1956-66, we noted, was ap-
proximately $3.5 billion on the basis of Soviet list prices. It has been
estimated, largely from information supplied by clandestine sources,
that roughly 56 percent of this total was payable in cash or through
long-term credits; the remainder was represented by discounts from
established list prices, i.e. constituted virtual grants. The cumula-
tive trade residuals for the ten-year period total $2 billion. If this
figure, excluding the discounts as “aid free of charge,” represents the
cash-credit portion of military exports, i.e. roughly 56 percent of the
total, the dollar value of the total delivered would be $3.6 billion,
remarkably close to the independent intelligence estimates.

Between annual export residuals and U.S. estimates of annual mili-
tary exports the correlation is inconclusive up to 1962—perhaps be-
cause substantial quantities of arms were exported from East European
countries, all or in part on Soviet account,?® perhaps because of the
lower reliability of U.S. estimates during the early years—but since
1962 the relationship has been quite close:

Trade Export Values Derived Independent
Residuals Not Discounted Totals Estimates
($000,000) (percent)* ($000,000) ($000,000)
1962 450 53.4 843 8390
1963 203 48.0 423 576
1964 219 69.7 314 276
1965 270 73.9 365 341
1966 368 75.2 489 455
Totals 1,510 62.0 2,434 2,487

There is some error involved in applying discount rates per agree-
ment to actual deliveries during the same year (Soviet military aid
agreements are implemented rapidly, but it is unlikely that all goods
actually moved during the year in which each agreement was signed),
but the direction of change and even the absolute dollar values of the
annual military exports as reached by the two methods are never-
theless in convincingly close agreement.

¢ East Europe, primarily Czechoslovakia and Poland, delivered more than $450
million worth of military equipment to underdeveloped countries during 1955-60.
“IL.e., ratio of credit/cash portion to total value.
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Uses and Limitations

The dependence of intelligence analysts on Soviet list price data
in deriving dollar values of Soviet military exports—prices which may
be just Moscow’s crude appraisals of the market values of the equip-
ment and from which its negotiators readily grant substantial dis-
counts—detracts from the reliability of such estimates as a meaningful
index of the “real” value of Soviet arms shipments. Systematic ef-
forts to calculate the cost of items of equipment in terms of what it
would cost to produce them in the United States, although perhaps con-
ceptually more meaningful, have been bedeviled by a host of data
procurement and comparability problems. Such uncertainties not-
withstanding, the intelligence estimates based on Soviet list prices
(since these prices do not appear to differ markedly from vear to year
or among client countries) do provide a consistent standard against
which to gauge the trend of Soviet military deliveries over time and
as distributed among the underdeveloped countries.

The uses to which the intelligence community can put the arms aid
data derived from trade residuals are somewhat more limited. They
reveal only the amounts payable in cash or credit for the Soviet mili-
tary equipment; they enable us to distribute the exports neither by
country of destination nor by type of equipment; and the Soviet foreign
trade statistics from which they are derived become available only
six to nine months after the end of the calendar year. They none-
theless, in giving the value of military exports for which repayment is
expected, provide useful insights into the balance-of-payments impact
of Soviet military aid on both the USSR and its underdeveloped clients
as a group. They also provide a check on the accuracy of the inde-
pendent estimates of the dollar value of the exports.

Appropved For Release 2005/04/28 : CIA-RDP78T03194A00§5369€1 0002-0



A d For Release 2005/04/28 : CIA-RDP78T03194A000300010002-0
pproved ForRelease CONFIDENTIAL

No Foreign Dissem

A logical but little used methodology
for overt observation in the USSR.

SOVIET REALITY SANS POTEMKIN
Gertrude Schroeder

Statements about the size and growth of the Soviet economy in
relation to that of the United States have long occupied an important
place in intelligence estimates of the USSR’s capabilities. So also
have statements about the comparative levels of living in the two
countries and how they are changing over time. CIA’s current esti-
mates are that the Soviet gross national product is somewhat less than
half of U.S. GNP and that per capita consumption is about one-third.

Consumption Analysis

In presenting these deceptively neat figures the economic analyst
goes on to say that they undoubtedly overstate the relative position
of the USSR because the calculations cannot allow adequately for the
superior quality of U.S. products and the much greater variety and
assortment of products available here. These qualitative factors are
particularly important in comparing levels of living in the two coun-
tries. For the purpose of this comparison the economic analyst first
assembles data on consumer expenditures, product by product, for
the United States in dollars and for the USSR in rubles. He must
then convert the figures to a common currency unit by calculating
ruble-dollar ratios for these products on the basis of their prices in the
two countries. This latter is an extremely difficult and laborious
process, for the analyst must try to match the individual products as
closely as possible and include as many as he can.

In the latest set of consumption comparisons® CIA concluded that
with respect to food, clothing, and personal services the allowance
made for the quality factor had been more or less adequate. We
had equated apples with apples and bread with bread, and we had
compared Soviet prices for items of clothing with the prices of the
cheapest counterparts in a Sears Roebuck catalogue. We decided

*CIA/RR ER 66-6. US and USSR: Comparisons of Size and Use of Gross
National Product, 1955-64, March 1966. Secret.
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that a haircut was a haircut in either country. With respect to con-
sumer durables like refrigerators, radios, and automobiles, however,
we concluded that the best matchings we could make still did not
take sufficient account of the superior quality and durability of the
U.S. product. To make some allowance for this factor we raised the
ruble-dollar price ratios for these products by an arbitrary 20 percent.
And we said that even this adjustment was probably not snough and
that in addition there was no way at all to allow for the much greater
variety and assortment of goods available to consumers in the United
States, not to mention such extras as paper bags, plastic wrapping, and
attractive, well-lighted stores. Besides doing our best to quantify the
comparative lot of consumers in the two countries, our estimates also
talk about the shoddy goods in Soviet stores, about queues, about the
poor quality of personal services to be found everywhere.

From all this T had formed a mental picture of what everyday
life for the average Russian was probably like. But I was eager to
see for myself, and when the chance to do so finally arose I was de-
termined to do my utmost to check on these preconceptions and
acquire the best possible basis for the judgments that I as an economic
intelligence analyst must make all the time.

An Attaché Goes Native

The opportunity for a first-hand look was a four-month (June-
September 1967) assignment as assistant to the economic counselor
in the American embassy in Moscow. I was given the diplomatic
title of Attaché, and the Soviet Ministry of Foreign Affairs was informed
that I was a research analyst in CIA on temporary assignment with the
Department of State to help out the hard-pressed economics section of
the embassy during the summer. My main task was to read the daily
press and the economic journals and write despatches on significant
items. Aside from doing a good job for the embassy the principal ob-
jective of my TDY was to learn as much as I could about the daily
life of the ordinary Russian and obtain some insights into the workings
of the Soviet economic system.

I became aware very quickly that extraordinary measures of one
kind or another would be needed to accomplish this objective. Going
about Moscow in embassy cars, participating in the busy diplomatic
social life, and walking the streets in my typically American summer
clothes would net me little more than the superficial impressions that
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a tourist gets. I tried this way of doing things and found it pleasant
but unprofitable: going about as someone quite obviously foreign, I
got the usual treatment accorded foreigners. People were friendly and
polite; they insisted that I go to the head of any line I might be
standing in. It was evident that they wanted to make a good im-
pression; they wanted me to see the good side of Soviet society.
As much as possible I would be shown Potemkin villages and the
people who lived in them.

Clearly, I had to break out of this impasse. I needed to shed my
obvious foreignness and “go native.” I needed to participate to the
maximum in the daily life of Moscow as ostensibly a Soviet citizen, so
as to experience and systematically observe the Soviet scene without
eliciting the Potemkin-village behavior. But I also had to take care
not to do anything that could create a problem for the embassy. I
believe that I succeeded in both respects: that is, I created no prob-
lems for the embassy, and to a considerable extent I managed to
become just one more Moskovite going about his business.

To go native one needs first of all to look and dress more or less
like a Russian, or at least someone from one of the other republics.
I managed to take on the drab appearance of the average Soviet
woman by wearing a tacky outfit consisting of gray-green skirt, nonde-
script tan blouse, much-worn brown loafers, and of course head scarf.
I shed my stockings; Russian women don’t wear them in the summer,
and American-type nylons are scarcely to be found anywhere. Since
I had brought along only one such outfit, I looked more and more
“native” as the weeks passed. '

In addition to the appearance of a native, one needs a high degree
of fluency in the language. This I had, thanks to several years of
visiting the language laboratory and countless hours of practice. In
the process I had somehow acquired a Baltic accent, for to my sur-
prise Russians often took me for an Estonian. Finally, going native
entails a willingness to do things the hard way, i.e., the Soviet way.
Being taken for a foreigner in Moscow is much more pleasant than
being taken for an Estonian. Having an embassy car pick one up
after the ballet is nothing like fighting one’s way onto a Moscow bus!

Attired in my sloppy and deteriorating outfit and equipped with
the required language skills plus a willingness to rough it for the
sake of learning something, I spent almost all of my free time in Mos-
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cow wandering about the city. I rode subways, buses, trolleys, trams,
and suburban commuter trains; I acted the would-be purchaser in
dozens of bakeries, gastronoms (grocery stores), food stores, meat
stores, fish stores, furniture stores, book stores, department stores, cloth-
ing stores, and gift stores. Ditto for collective farm markets and
yarmarkas (miniature shopping centers ), savings banks and stolovayas
(“greasy spoons”). I wandered through parks and railroad stations,
visited churches and even the crematory. I walked about the street
in all parts of the city at various times of day and evening; I went on
city sightseeing tours with Russians. In all these activities I syste-
matically observed the people and their behavior, listened to their
conversations, and talked with them as one does in casual, everyday
contacts.

To the extent possible I did the same thing in other cities I visited—
Leningrad, Kiev, Tbilisi, Yerevan, Baku, Vladimir, and Novosibirsk.
Except for Novosibirsk, however, I could spend only a day or two in
these cities. My conclusions therefore relate for the most part to
things I observed in Moscow.

Shopping Pleasures

What are things like for the average urbanite in the USSR? From
what I myself experienced I concluded that everyday life is hard and
very, very frustrating. One of the worst aspects is the uncertainty
about almost everything. Take the matter of getting your groceries
bought. In the first place, you nearly always have to stand in a
queue. I stood in scores of them just to find out why the queue was
there and what it was like to stand in one. I would listen to the
gripes: “What puny little tomatoes! And 40 kopecks a kilogram! My
God, how is a person to get along?” “Don’t give me that one. Can’t
you see it’s rotten?” “No cabbage, huh? There was some yesterday,
why not today?”

These were the complaints at a street stall on October Square near
my apartment. There were several such stalls near this square which
I inspected almost daily. You never knew whether a given stall would
be operating, and you could never be sure what would be for sale.
Tomatoes and eggs today, maybe. Tomorrow it might be only green
apples. Several times there was a barrel of pickled fish. Once there
were plaster statuettes! Another time a truckload of melons was
dumped on the sidewalk, and a long line quickly formed to buy them.
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Across from the embassy one day a 30-person line formed to buy
shoddy-looking black briefcases. In Sokolniki Park I stood for a
while in a block-long line of would-be purchasers of nylon shopping
bags imported from Yugoslavia and selling for 3 rubles 50 kopecks
(about $4) each. People grumbled about the price but bought the
bags anyway. At 2 pm on a Tuesday 18 persons were standing in
a line at a counter where sausages were sold; apparently some rarely
available delicacy had appeared. Once on a Saturday afternoon
I saw a half-block line in front of a small dingy bakery near the
Kazan railroad station. Why? Having spent the preceding two hours
pushing my way through the mobs in three railroad stations that I
wanted to inspect, I was too tired to want to find out. Maybe there
were sweet rolls for sale that day: although bread was always avail-
able, I once visited five bakeries within walking distance of October
Square in search of a sweet roll.

I made it a practice to visit the gastronom near the embassy at
different times during the day and on different days of the week.
One could never be sure of finding even the most staple of foods there.
Frequently there was no fresh meat, and if there was it was pretty
poor quality by American standards. Rarely were there any vegetables
except tomatoes (in season) and cabbage, and sometimes there were
none at all. There was usually a sign “No potatoes.” On street cars
and trolleys women carrying loaded string bags would greet each
other, “Ah, potatoes! Where did you get them? How much did you
have to pay?” or “Where did you find that melon?”

On Wednesday about 5:30 I walked into a large gastronom on
the Arbat. The place was bedlam—packed with a pushing, shoving
crowd of women shoppers, ecach trying mightily to buy a thing or
two. I decided to take on the process of trying to buy tea and a
can of fish. I pushed my way through the mob in the dimly lit store
in the general direction of the counter where tea was sold. The
particular queue for tea was hard to locate in the crowd, but I finally
stationed myself at its end after having inadvertently gotten into its
middle and been rudely pushed aside and chewed out by the woman
in back of me. In due course, I got up to the counter.

The clerk was standing with her back to the customers, talking
angrily with a fellow clerk. I waited, and people back of me started
grousing. Finally, she turned around and glared at me. I asked does
she have a small package of tea and how much is it? “What kind?”
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I hesitated. “Well, don’t you know what you want? Can’t you see
all these people are waiting? Make up your mind!” I pointed to a
stack of boxes of tea, and she said, “All right, 60 kopecks.”

But that was only the first queue. Next I had to fight my way
through the line for the particular cashier that served the tea depart-
ment in order to pay 60 kopecks and get a ticket. Then I had to
return through the original queue to hand the ticket to the surly
clerk and get my tea. Ditto for the purchase of a can of fish. In
dire need of a cup of coffee after all this, I made my way to a coffee
bar in a far corner, only to find it hopelessly mobbed. It was nearly
7 o’clock as I left the store, physically and nervously exhausted.

In my wanderings in and out of stores of all kinds I was particularly
struck by the miniscule amount of variety and assortment in the goods
available to Soviet purchasers. Shelves and showcases were usually
half empty. Where a woman in the United States or Western Europe
can choose from 20 to 30 kinds of shoes in her favorite store, a Soviet
woman can choose from perhaps five or six kinds in all the stores
selling shoes in Moscow. Although book stores, in cortrast, were
chuck full of books, opera librettas were not to be found even in
music stores, and the Russian classics (Pushkin, Tolstoy, Gogol)
were as scarce as hen’s teeth. One can do much better for these at
Kamkin’s in Washington, D. C.

Social Graces

With difficulties and frustrations such as those to put up with
every day, one can understand why the Russians treat one another (but
not foreigners) so very rudely. If you adhere to our custom of
keeping to the right when walking on the sidewalk, you merely get
pushed aside and glared at. Subway crowds at rush hours are
frequently violent; they shove you hard through the turnstile, race pell
mell down the corridors, and push you onto the train with a brute
force that I had never experienced even in the crowded subways of
New York and London. If you can’t keep up with the mob, say
just pause to read a directional sign, they start yelling at you.

Similar experiences are to be had on buses, which always seem to
be packed to twice their capacity. Once I had been pushed (literally!)
onto a bus and pressed against a pole near the door with such force
that I could neither stand up straight nor move. The bus stopped.
“Are you getting off?” asked a large middle-aged woman near me.
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No, said I. “Youre not! Then why are you here? Can’t you see
you're in everyone’s way? You're blocking the door. Movel” I felt
myself become one with the pole as she and others pushed past me
and out the door. -

And then there is the experience of getting dinner in one of the
better Moscow restaurants. (Incidentally, there are fewer than a
dozen good ones in this city of six and a half million; the rest are
really greasy spoons or worse. And one or two of the good ones
are frequently closed for repair.) There are always queues in front
of the restaurants at dinner hours. The doorkeeper locks the door
after letting each diner in, and those left outside bang on the door
and shout at him. When we were let in ahead of everyone else, having
had the embassy reserve a table, I would always be astonished to see
many empty tables.

Just as I had heard, it does nearly always take three hours to get
through dinner. The waiters are a seeming eternity between suc-
cessive operations. Signaling to them will get you nowhere. You can
see that they are not busy; they merely lean against the wall and
talk to one another. Often there seems to be some kind of argument
going on. Once in the hotel restaurant in Thilisi while waiting to be
seated I listened in great embarrassment to the manageress reading
the riot act to a waitress. “Why are you sulking? Stop acting like
a child. You know it's not kulturniy to behave this way in public.
If you want to be naughty, do it at home!” The indifferent attitude
of clerks and waiters is not surprising; they have no real incentive
to behave otherwise. Their salaries are little above the legal minimum
wage (now 60 rubles a month ), and the bonus system is such that they
can’t add much over 5 rubles a month to this no matter what they
do. Tipping is rare.

Even getting a little recreation is full of difficulties for the ordinary
Russian. One Sunday morning, dressed in my native attire, I went
to the park “Exhibitions of the Achievements of the National Economy.”
The entrance fee is 30 kopecks. The crowd got larger and more
vociferous the nearer 1 got to the gate. What was the problem?P I
soon found out: only two cashiers’ cages were open that day to ac-
commodate the huge crowd. I pushed my way through, trying to
locate the end of the queue. There seemed to be several, and people

argued loudly about which was first and who was or was not ahead
of whom.
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Near the cashier’s cage stood a man whose job apparently was to
supervise the queues and mete out justice. After a half hour of being
pushed about and scolded for allegedly crashing some line, I decided
I had had it. I pushed ahead and clutched at the sleeve of this
supervisor, amid a barrage of verbal abuse from those around. “What
are you doing here?” said he. “The queue is over therel This is no
way to act.” I assumed a helpless and confused air and said in
halting Russian, “I am an American. I don’t know where the right
line is or how things are done here. I only want to get into the park.”
Presto, in seconds I had bought my ticket and was in!

In Novosibirsk I talked with a young girl, who said to me, “There
is so much here that is disgusting. Our papers are always telling us
how great things are. Tell me, did you see anything interesting in
our stores here in Novosibirsk, anything you wanted to buy?” No,
I said. “Of course not! There’s nothing here, nothingl Do you
know that there are no women’s shoes in this city and there haven’t
been any for a long time? Once in a while some will come in and
then there is such a melee as you can’t possibly imagine! And the
pricesl A pair costs 30 rubles, and the things wear out in a few
months.  Why? And all of us have to work so hard.” I myself saw
no womens shoes in the stores I visited, and the bareress of the
shelves was indeed startling. Of the two so-called department stores
in the downtown section of this city of over a million, one was closed
for repair, and the one that was open resembled a small store that
had just had a close-out sale.

Daily life has a dull sameness. After a while everything seems
to look alike and the people seem bored and preoccupied. [n Moscow
they walk about with a frown. And in Novosibirsk a young psy-
chiatrist said to me, “What have I to look forward to? Only to
getting married, maybe, and living out my days in this place. It’s so
boring!” “Why don’t you try to get to Moscow to do research,
perhaps?” I say. “To Moscow! Why, that’s quite impossible. You
have to have connections, and I don’t” “But you could work toward
it” “No, it’s no use, none at all. You just don’t understand. Con-
nections mean everything here.”

New Perspective

In summary, I went to the USSR with a set of notions about what
to expect that I had formed over the years from reading and research
on the Soviet economy. I also had a collection of judgment factors,
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partly intuitive and partly derived from this same research and read-
ing, that I applied in drawing conclusions and speculating about prob-
able future developments in the Soviet economy. My four months of
living in the country itself, however, greatly altered these precon-
ceptions and modified the implicit judgment factors in many respects.
No amount of reading about the Soviet economy in Washington could
substitute for the summer in Moscow as I spent it.

As a result of this experience I think that our measurements of the
position of Soviet consumers in relation to those of the United States
(and Western Europe) favor the USSR to a much greater extent
than I had thought. The ruble-dollar ratios are far too low for most
consumer goods. Cabbages are not cabbages in both countries. The
cotton dress worn by the average Soviet woman is not equivalent to
the cheapest one in a Sears catalogue; the latter is of better quality
and more stylish. The arbitrary 20 percent adjustment that was made
in some of the ratios is clearly too little, The difference in variety
and assortment of goods available in the two countries is enormous—
far greater than I had thought. Queues and spot shortages were far
more in evidence than I expected. Shoddy goods were shoddier. And
I obtained a totally new impression of the behavior of ordinary Soviet
people toward one another.
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Facets of a program for assessing foreign
leaders’ physical and psychic states.

VIP HEALTH WATCH

Myles Maxfield
and
Edward G. Greger

An inconspicuous article in a London newspaper of 2 July 1964
noted that a Dr. David M. Wallace had suddenly cancelled pending
appointments and left for Bucharest, Rumania. No other information
was given. Dr. Wallace, it developed, was a world-famous urologist.
Why would a famous Western specialist suddenly be summoned to
a communist country? Rumania had adequate medical facilities, in-
cluding competent specialists in urology, and its propaganda boasted
of giving its people the best of medical care. The calling of a non-
communist foreign physician was then a major aberration which could
only be explained by supposing that one of the highest dignitaries of
the regime was seriously ill.

Last Days of Gheorghiu-Dej

Files showed that Gheorghiu-Dej, First Secretary of the Party and
actual ruler of Rumania, had a urinary tract problem. Although he
now appeared to be in robust health, he had undergone one operation
in the fall of 1962 and a follow-up in January or February 1963 for
a polyp of the bladder. Official reports stated that the operations had
been successful. This type of polyp, however, tends to recur and
often undergoes malignant degeneration. If so, it becomes invasive
and spreads rapidly, offering an extremely poor prognosis. The
British s